NudpopmannonHasi mnamMaTKa 1JI 00yYAOIIMXCH /sl pa3MeLleHus Ha
opuuuansHbix UHTEpHET-pEcypcax

C KaXIOpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OoJbIle, a
IIKOJIbHUKU OJIHM W3 CaMbIX aKTUBHBIX MOJb30Baresie Pynera. Mexny Tewm,
MTOMUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOIICMBI.
OTa maMsaTKa J0JDKHA IOMOYb TeOe 0€301acHO HaXOAUTHCS B CETH.

Komnviom €PHble sUP)YCbl

KomnproTepHbIid BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIBHOH  OCOOCHHOCTBIO  KOTOPOH  SIBISIETCS  CHOCOOHOCTH K
pasMHOXKEHUIO. B nomosiHEHHME K 3TOMYy, BHUPYCHI MOTYT I[OBPEAUTH WIIN
IOJHOCTbIO  YHHYTOXHUTb Bce (ailabl U JJaHHBIE, MOJKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHU KOTOPOTo ObUIa 3amylleHa 3apak€HHas NporpaMma, a
TaKX€ IMOBPEIUTh WIM JAXE YHUUYTOXKHUTH OINEPALMOHHYIO CHUCTEMY CO BCEMH
¢aiinamu B nenoM. B OonbIIMHCTBE CilydaeB paclpOCTPaHAIOTCS BUPYCHI Yepes3
WHTEPHET.

MeToabl 3aUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Mcnone3yid COBPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE

CEPBE3HBINM YPOBEHD 3aLUTHI OT BPEIOHOCHBIX IIPOrPaMM;

2. IlocTossHHO ycTaHaBnuBail mnaytu (UUGPOBBIE 3aIUIaTKU, KOTOpbIE
aBTOMATUYECKU YCTAHABIMBAIOTCS C LENbIO TOPaOOTKU MPOrpaMMBbl) U
JIpyrue OOHOBJICHHS CBOEH orepanmoHHOW cuctembl. CkauumBail HX
TOJIBKO ¢ oduIMansHOTO caiita paspadorunka OC. Ecnu cymiecTByer
PEXHUM aBTOMATHUECKOr0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. PaGoraii Ha cBOeM KOMIMbBIOTEpPE IO/ TpaBaMHU IOJIb30BaTENs, a HE
aMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIUHCTBY BpPEIOHOCHBIX
IIPOTrpaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4. Vcnonb3yidi aHTUBUPYCHBIE MPOTPAMMHBIE TPOIYKTHl HM3BECTHBIX
MPOU3BOMTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub (pU3NUECKUN AOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Vcrnonb3yi BHEIIHUE HOCUTENN UH(POPMALIUU, TAKUE KakK (Iielka, TucK
win (paiia U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOYHUKOB;

7. He oTkpwiBaii KOMMbIOTEpHBIC (HAIIBI, TIOJYYCHHBIE M3 HEHAIEKHBIX
ucTOYHUKOB. [laxke Te (ailbl, KOTOphIE TPHUCTAT TBOM 3HAKOMBIN.
Jlydiie yTOYHM y HETO, OTIIPABJISUL JIU OH Te0e uX.

Cemu WI-FI

Wi-Fi - 510 He BHMI mepegadd JaHHBIX, HE TEXHOJOTHS, a BCErO JIHIIb
opena, mapka. Eme B 1991 roaxy Huaepianjckas KOMIIAHUS 3aperucTpyupoBasa
opeun «WECA», uro o6o3Hauaio cioBocoderanue «Wireless Fidelity»,



KOTOPBIN MEPEeBOJIUTCS KaK «OeCIpOBOIHASI TOYHOCTD.

Jlo Hamiero BpemMeHHM joliia JApyras abOpeBuUaTypa, KOTOpas SBISETCS
TaKOW ke TexHojormeu. D10 abOpeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO
JIAaHO C HAMEKOM Ha CTaHJapT BBICIINN 3ByKOBoW TexHuKkU Hi-Fi, uTo B mepeBoe
03HAYaET «BBICOKASI TOYHOCTDHY.

Ja, OecrnaTHBIM UHTEPHET-A0CTYN B Kade, OTENsIX U adporopTax sSBIISIETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE SKCIIEPTHI CUUTAIOT,
gto obmienoctynubie Wi-Fi cetn He sSBIISIOTCS 0€30MaCHBIMH.

CogerTsl 110 6e3omacHOCTH pabote B 06menocTynHbix cetsx Wi-fi:

1. He nepenagaii cBoro uuHyr0 nH(OpMAIHIO Yepe3 oomenoctymabie Wi-

Fi cern. Pabortast B HUX, KeJaTelbHO HE BBOJUTH IMApOJH JIOCTYIIA,
JIOTHHBI ¥ KAKHE-TO HOMEpa;

2. Wcnonws3yit u OOHOBISIA aHTUBHUPYCHBIC MHpOrpaMMbl M OpaHAMayep.
Tem campiM Thl oOe3omacuillb ce0s OT 3aKaykd BHUpyca Ha TBOE
YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi oTtkmoun ¢yHknmo «OOmuUA A0CTyH K
daiinam u npuHTepam». JlaHHas (QyHKIMS 3aKpbiTa MO yYMOJYaHHUIO,
OJIHAKO HEKOTOphIC TOJIb30BATEIN AaKTUBUPYIOT €€ i yao0cTBa
UCIIOJIb30BaHUs B paboTe min ydeoe;

4. He wucnonp3yid nyomununsii WI-FI nns nepemaum AuYHBIX JTaHHBIX,
HaIpUMep IS BBIXOJa B COMMAIIBHBIE CETH HIIA B AJICKTPOHHYIO MOYTY;

5. Ucmonp3yli TONBKO 3amuiieHHoe coenuHeHue uepe3 HTTPS, a wHe
HTTP, t.e. npu Habope BeO-aapeca BBoaM MMeHHO «https://»;

6. B moOmisHOM Tenedone orkmoun ¢yHknuto «[lonkmodenne k Wi-Fi
aBTomMathueckn». He pomyckail aBTOMAaTHYECKOTO MOJKIHOYCHUS
ycrporicta k cetsim Wi-Fi 6e3 TBoero cormacusi.

Couuaﬂbmﬂe cemu

CounanbHble CETH AaKTUBHO BXOJAT B Hally >XU3Hb, MHOTHUE JIIOJIH
paboTalOT W KMBYT TaM TIOCTOsHHO, a B Facebook yxe 3apeructpupoBan
MWJUIHAPJ YEJIOBEK, YTO SBJSECTCS OJHOM CEABMOW BCEX JKHUTEJIEH IJIAHETBHI.
MHorue moyib30BaTelid He MOHUMAIOT, YTO MHOpPMAIWs, pa3MelleHHAas UMH B
COITMAJILHBIX CETAX, MOXKET ObITh HalJieHa M HCIOJh30BaHA KEM YrOJHO, B TOM
qucye He 00s13aTeNIbHO ¢ 0J1ariMu HaMEepEeHUSIMU.

OCHOBHBIE COBETBI 10 O€30MACHOCTH B COITUATBHBIX CETIX:

1. Orpanuyb CHHCOK Jpy3ed. Y TeOs B JApPY3bsSiX HE JODKHO OBbITh

CIIyYaWHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammmiail cBOK 4YacTHYIO >ku3Hb. He ykaspiBall maposu, TesedoHsl,
aapeca, JaTy TBOETO POXIEHUS W JPYryl0 JTUYHYIO HWH(OOpMAIHIO.
310yMBIITUICHHUKYA MOTYT MCTIOJB30BaTh AK€ MHPOPMAIIUIO O TOM, KaK
Thl 1 TBOU POJIUTENH IJIAHUPYETE NPOBECTH KAHUKYJIbI;

3. 3ammiail CBOIO pemyTaluio - JCpKU €€ B YHUCTOTE W 3aJaBail cede
BOIIPOC: XOTeN ObI ThI, YTOOBI JAPYTHUE TMOJIH30BATEIN BHUJETH, YTO ThI
sarpykaemis? [logymaii, mpexae 4emM 4To-TO OMyOJIMKOBATh, HAMMKCATH




U 3arpy3UTh;

4. Ecau Tl TOBOPHILB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YH CBOE
peanbHOE UM M JPYryl0 JIMYHYIO HWHGOOpMAIMu: UMs, MECTO
KUTEJIBCTBA, MECTO yU€Obl U MPOUEE;

5. M30beraii pazmemenus pororpaduii B UnTepHere, rae Tl H300paXkeH Ha
MECTHOCTH, 10 KOTOPO MOKHO ONPEAETUTH TBOE MECTOIOIOKEHUE;

6. [Ipm peructpauuu B COLMATBHOW CETH HEOOXOAMMO HCIOJIb30BAThH
CJIOKHBIE TTAPOJIH, COCTOSIIHNE U3 OYKB U IU(P U C KOJTMYECTBOM 3HAKOB
He MeHee §;

7. Jns  comumanbHOW CceTH, MOYTBI M JAPYTUX CaWTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble Mmaponu. Torma eciu TeOs B3JIOMAlOT, TO
3JIOYMBIIUICHHUKH TI0Jy4aT JOCTYN TOJBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

Inekmponnvie 0eHv2u

DONEeKTPOHHBIEC JICHBI'U — 3TO OYEHBb YJOOHBIN CrOCO0 TUIaTekKel, OHAKO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JICHbIH.

DJIEKTPOHHBIE JICHBI'M MOSBWINCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOTO
BO MHOTHX T'OCYJIapCTBAX J0 CUX MOP HE MPONUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHU PyHKIIMOHUPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE, TJIe
UX pa3/iesIai0T Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huna B
TOM, YTO @aHOHMMHBIE - 3TO T€, B KOTOPBIX Pa3peliaeTcs MPOBOAUThH ONEpaluu
0e3 wuaeHTU(UKAIMU TOJb30BaTENs, a B HEAHOHUMHBIX UJACHTU(PUKAIINT
MOJIb30BATENS SABISETCS 00s13aTEIBHOM.

Takxke crneqyer pas3nuyarh OJJIEKTPOHHbIE (UATHBIE JE€HbIU (PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM) M DJIEKTPOHHBbIE HePHUATHBIC JIEHBI'M (HE PaBHBI
roCyJapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON PaboTe C IACKTPOHHBIMU JIEHAMU:

1. TlpuBsxku K cuery MOOWJIBHBIA TenedoH. ITO cambli yHOOHBIA U
OBICTPBIN CIOCOO BOCCTAaHOBUTH JOCTYN K cuery. IlpuBsizaHHbIN
TeneoH TOMOXKET, eciu 3a0yJellb CBOM IUIATeXKHbIM Mapoib WU
3alJIelIb Ha CAUT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Hcnonws3yn omnopas3oBbie maponu. llociie mepexoma Ha YCUIICHHYIO
aBTOpHU3aIuio Te0e yke He OyIeT yrpoxkaTb OMacHOCTh KPaKU WIIU
nepexBaTta IJIaTeXHOro mapois;

3. Beibepu crnoxubiii naposib. [IpecTynHukam OyAeT HE MPOCTO yrajaarhb
CIOXHBIM maponb. HanexHele mapoiu — 3TO MApOJH, KOTOpHIE
colepkaT HE MeHee 8 3HAaKOB M BKIIOYAIOT B Ce0sl CTPOUYHBIE U
MPOMKCHBIE OYKBBI, ITU(GPHI U HECKOJIHKO CHMBOJIOB, TaKME KaK 3HAK
noinapa, GpyHTa, BOCKIMIATENIbHBIN 3HAK U T.11. Hampumep, StRONQ!;;

4. He BBOJM CBOM JTUYHBIE TAHHBIE HA CAlTaX, KOTOPHIM HE JIOBEPSCILIb.




311el<mp0rmaﬂ nouma

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHUS U MPEIOCTABISIEMBIE €10 YCIYTH
MO0 TMEpPEeChUIKE W  TOJYYECHHIO DJEKTPOHHBIX  COOOINEHUN, KOTOpHIE
pacupenesnsoTcss B KOMIbIOTEpHOM ceTh. OOBIYHO 3JIEKTPOHHBIA IMOYTOBBIN
AIIMK BBIMJISAUT CIASAYIOIIMM 00pa3oM: UMSs IOJb30BaTeNs (@UMs JTOMEHA.
Takxe KpoMe mepegayu MpoCTOro TEKCTAa, UMEETCS BO3MOKHOCTh NEPEAAaBaTh
(aitnbl.

OCHOBHBIE COBETHI 10 0€30MacHON pabOTe C NEKTPOHHOW MOYTOM:

1. Hago BbIOpaTh MNpaBUJIBHBIA IMOYTOBBIA cepBUC. B uHTEpHETE €cTh
OTPOMHBIA BBIOOpP OECIUIATHBIX IMOYTOBBIX CEPBHCOB, OJHAKO JIydlle
JOBEPATH TEM, KOTO 3HACIIb U KTO IEPBBIM B PEUTHHIE;

2. He ykaspiBaii B nuyHOM moute Ju4Hyro uHdopmanuio. Hampumep,
Jaydiie BeIOpaTh «My3bIKaJIbHBIN daHaT@» win «pok2013» BmecTo
«remal3»;

3. Hcnonp3yid ABYX3TAHYK aBTOPH3alMIO. DTO KOrJa MOMHUMO MHapoJis
HY>KHO BBOJUTH KOJI, TPUChUIaeMbIi o SMS;

4. BwiOepu CiOXHBIN mMaposb. [ KakIOro MOYTOBOTO SIIMKa JOJHKEH
OBITH CBOM HAJC)KHBIN, YCTOMYUBBIN K B3JIOMY 11apOJib;

5. Eciu ecTh BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BOMPOC,
WCMOJIB3YH 3TY BO3MOKHOCTB;

6. Mcnonb3yldi HECKOIBKO TOYTOBBIX SIIMKOB. llepBhI s 4YacTHOM
MIEPEIUCKHU C aJipecaTaMy, KOTOPBIM ThI JIOBEPSCIb. DTO JICKTPOHHBIM
aJipec He HaJ0 UCMOJIb30BATh MPU PErUCTpaluy Ha (popymax u caiTax;

7. He oTkpsiBail (ailsibl U apyrue BIOKEHHUS B MUChbMax JaKe€ €CIIA OHHU
MPUIUIM OT TBOUX Apy3eil. Jlydiie yrouyHu y HUX, OTIOPABIISIIN JIM OHU
TeOe 3TH (pailibr;

8. Ilocne okoHuaHus pabOTHI HAa TOYTOBOM CEpPBHCE IEpei 3aKPHITHEM
BKJIQJIKW C CATOM He 3a0y/]Ib HaKaTh Ha « BBIATHY.

Kubepoynnunez unu eupmyaivHoe uzoeeamenbCcmeo

KubepOymmmHar — mpeciieioBaHUE COOOIICHUSIMU,  COJIEPKAITUMU
OCKOpOJIEeHUs,  arpeccuio,  3alyruBaHWe;  XYJWTAaHCTBO;,  COIHMAIbHOE
OOWKOTHPOBAHUE C TIOMOIILIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 10 00pb0E ¢ KMOEPOYIITHMHTOM:

1. He Opocaiicst B 60ii. Jlyumnii crmoco0: mOCOBETOBATHCS Kak ce0si BECTU
M, €CIM HeT TOro, K KOMy MOXHO OOpaTUThCS, TO BHaJale
YCIIOKOUThCSA. Ecnum Tl HauHemb OTBEYaThb OCKOPOJICHHUSAMM Ha
OCKOpOJICHMS, TO TOJILKO €I1ie OOJIBbIIE Pa30XKKEIIh KOH(IIUKT;

2. Ympaisii cBoelt kubeppenyranuei;

3. AHOHUMHOCTH B ceTH MHHMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUN 00pa3 BUPTyadbHOW *XU3HU. VIHTepHET




¢ukcupyeT Bce TBOU JEHCTBUS U COXpaHSICT UX. YJAIUTh UX OyIeT
KpaifHe 3aTpyAHUTEIBHO;

5. CoOmtonail CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. rHopupyii enuHuuYHbI HeraTuB. OAHOPA30BBIE OCKOPOUTEIBHBIC
COOOIIEHUs Jyulle UrHOpHpoBaTh. OOBIYHO arpeccus HMpeKpaliaeTcs
Ha Ha4aJIbHOU CTaJIHH;

7. brnok arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH,
B COIMAJBHBIX CETSIX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTIPABKU
COOOILIEHUI C OMPE/ICIIEHHBIX a/IPECOB;

8. Ecnmu Tb1 cBunmerennr kubepOymnunra. TBou JeMCTBHS: BBICTYNHTH
OpOTUB TpeciepoBaTeNsl, IOKa3aTb €My, 4YTO €ero JeHCTBUS
OLICHMBAIOTCS HETaTHBHO, TMOJIEPKATh KEPTBY, KOTOPOH HYyXKHa
MICUXOJIOTUYECKasi  MOMOIb, COOOIIUTh  B3pOCIBIM O  (akrte
arpecCUBHOTO MOBE/ICHHUS B CETH.

Moounvhulit menegon

CoBpemeHHbIE CMapT(QOHBI M IUIAHIIETHl COJEp’KaT B cebe BIIOJIHE
B3pOC/IbIM  (YHKIMOHAJN, M TeHNepb OHU MOTYT KOHKYpHpOBaTb CO
CTAI[MOHAPHBIMU KOMIbIoTepaMu. OaHAKO, CPEACTB 3aIUTHl I MOJO0OHBIX
YCTPOWCTB NOKa OYE€Hb Majo. TeCTHpOBAaHHME M IOUCK YA3BHUMOCTEM B HHX
MPOMCXOAUT HE TaKk HMHTEHCHBHO, Kak jisa [IK, To ke camoe kacaercs u
MOOMJIBHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOUJIBHBIE Opay3epbl YK€ NPAKTUYECKH AOTHAIH
HACTOJIbHBIE aHAJOTH, OJIHAKO pacllupeHue (PyHKIMOHAa BJIEYET 3a coOOoil
OOJIBIIYIO CJI0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTbD.

Jlaneko He Bce MPOM3BOAMTENN BBITYCKAIOT OOHOBIICHUS, 3aKPbIBAIOIIME
KPUTUYECKHE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JIJi1 0€301IaCHOCTH MOOUIIBLHOTO TesiedoHa:

1. Huuero He siBisieTcsl mo-HacTosieMy OecruiaTHbIM. Bynb ocTopoxew,

BeJlb KOTJla Te0e mpeiaraoT OeCIIaTHbIN KOHTEHT, B HEM MOTYT OBbITh
CKPBIThI KAKHE-TO MJIATHBIC YCIYTH;

2. Jlymaii, npexae yem otmpaButh SMS, dorto umu Bumeo. Thl TOUHO

3Haelllb, I71I€ OHU OYAyT B KOHEUHOM UTOTrE?

3. HeoOxonumo 0OHOBISITH ONEPALIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

4. Vcnionb3yil aHTUBUPYCHBIE MPOrPaMMBbl JJII MOOMJIBHBIX TEJIE(POHOB;

5. He 3arpyxail mpuiio)K€HUSI OT HEWU3BECTHOTO HMCTOYHUKA, BEIb OHU

MOTYT COJIep>KaTh BPEIOHOCHOE TPOrpaMMHOE 00ECIICUECHHUE;

6. Ilociie TOro Kak Tbl BBIMICIIL C CaWTa, TA€ BBOAWJI JIMYHYIO

uH(OpMAITUIO, 3ali¥ B HACTPOUKH Opay3epa u yaainu Cookies;

7. llepmonnuecku MpoBepsl Kakue IUIATHBIE YCIYTH aKTUBHUPOBAHbBI Ha

TBOEM HOMEPE;

8. JlaBail cBOil HOMEp MOOUIBLHOTO TellehOHA TOIBKO JIOSM, KOTOPBIX ThI

3HAEIllb U KOMY JOBEPSCILb;

9. Bluetooth nomken ObITH BBIKIIOUEH, KOTJIA ThI UM HE MOJb3yelibes. He

3a0bIBail HHOTIa IPOBEPSITH 3TO.




Online uzpwt

CoBpeMEHHbIE  OHJIAHH-UIPBl - 3TO KPACOYHbIC, 3aXBaTbIBAOIINE
pa3BieuYeHUs, OOBENUHAIOIINE COTHU ThICSY YEJIOBEK MO BcemMy mupy. Urpoku
UCCIIEAYIOT JIaHHBIM UM MUp, OOIIAI0TCA IPYT C APYIOM, BBINOJHSIOT 3a/laHusl,
CPAXKaIOTCSI C MOHCTPaMH M IIOJIY4arOT OIBIT. 3a YJIOBOJIbCTBUE OHHU IUIATSAT:
MOKYNAIOT JUCK, OTUIAYMBAIOT ADOHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OILIMH.

Bce atu cpenctBa uayT Ha NOAAECpPKAHWE U PA3BUTUE WIPHI, @ TAKXKE HA
caMy 0€30MacHOCTb: COBEPILIEHCTBYIOTCSI CUCTEMBI aBTOPHU3aLMH, BBIITYCKAIOTCS
HOBBIC MaT4y¥ (UKU(POBBIE 3aIIATKU ISl IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTHU
CEPBEPOB.

B 1nomoOHBIX HMrpax CTOHUT OIACAThCsl HE CTOJBKO CBOMX COINEPHUKOB,
CKOJIbKO Kpa)XM TBOErO MapoJii, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpHU3AIUU
OOJIBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAYHTA!

1. Ecnu npyroii urpok BeaeT ceOs MI0X0 WM co3/1aeT Te0e HENPUATHOCTH,

3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamylicda agMUHHCTpaTOpaM HIPbl Ha ILIOXOE IIOBEIECHHUE HTOrO
UIPOKA, JKENIATEIbHO NPWIOKHUTh KAKHME-TO JOKAa3aTelIbCTBA B BHJE
CKpPUHOB;

He yxa3bIBail TnuHy0 HHGOPMALIHIO B TpO(daiisie urpsl;

VYBaxkall Apyrux y4aCTHHKOB I10 UTPE;

He ycranaBnuBaii Heo(puIimaabHbIe TATYU U MOJIBI,

Hcnonb3yii CII0KHBIE U pa3HbIE NTAPOJIH;

Jlaxke BO BpeMsl UIPbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. lloka Tl
UTpaCIllb, TBOH KOMIIBIOTEP MOTYT 3apa3HTh.

N o o ko

Duwunz unu Kpasica 1u4HblX OaHHBIX

OOBIYHOM KpaXkel JEHEr U JJOKYMEHTOB CETOJIHS YK€ HUKOT'O HE YIUBUIIIb,
HO C Pa3BUTHUEM HWHTCPHET-TEXHOJIOTUH 3JIOYMBINIICHHUKNA IEPEMECTHIIUCH B
UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICIIOM.

Tak mosBUIach HOBas yrpo3a: MHTCPHET-MOIICHHUYECTBA WM (DUIIMHT,
rJIaBHAs IEJb KOTOPOrO0 COCTOMT B IOJYYCHUH KOH(PHICHIMAIbHBIX JTaHHBIX
nojb30BaTeeli — JIOTMHOB M maposied. Ha anrmmiickom si3eike  phishing
yuraetcs kak GumuHr (ot fishing — priOHas 10Bs1, password — napois).

OcHOBHBIE COBETHI 10 00ph0E ¢ PUIIMHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Ecim ThI mo103peBaeiib, 4To TBOS aHKETa
OblIla B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMpOBATh €€ M COOOIIMTH
aIMUHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. Wcnonb3yii 6e30macHbie BeO-CaliThl, B TOM YHCJIE, HHTEPHET-Mara3nHoB
U ITOMCKOBBIX CHCTEM;

3. Mcnonp3yil cnoxHble U pa3Hble mapoiau. Takum oOpazom, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIIICHHUKN TOJIy4aT JOCTYI TOJIBKO K OJHOMY




TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu T1eOs B3jiOManau, TO HEOOXOJIMMO MPEIyNpeluTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbl Yy T€OA B JPYy3bAX, O TOM, YTO TeOs
B3JIOMaJIM U, BO3MOXKHO, OT TBOETO MMEHM OYJIET pacchlIaThCs craM U
CCBUIKHM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HajexHbid apoiib (PIN) Ha MoOMIIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBait (aiifiel U Apyrue BIOKEHHUS B MHUCHbMax Ja)Ke €CIU OHU
MPUIUIA OT TBOMX Jpy3ei. Jlydiie yTOYHM y HHUX, OTIPABISUIN JH OHU
Tebe 3Tu (haiibl.

Hugposasa penymayus

[MudpoBas penyraiusi - 3TO HETaTUBHAS WJIM MO3UTUBHAs UHPOpMaIUA B
cetu o Tebe. Kommpomerupyronias uHpopManusi pa3MellleHHas B HHTEpHETE
MOJKET CEpbE3HBIM 00PAa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. «{udposas
pemyTanus» - 3T0 TBOM UMUK, KOTOPbI (opMupyercs u3 uHpopmanuu o tede
B UHTEPHETE.

TBoe MecTO JKuTenbCTBa, Yy4eObl, TBOE€ (PUHAHCOBOE IIOJIOKEHUE,
0COOEHHOCTH XapakTepa U paccKas3bl O OJIM3KHUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApoCTKH JETKOMBICIEHHO OTHOCSTCSA K IyOJMKAlUu JIMYHON
uHpopmanuu B MHTEpHETE, HE TOHMMAs! BO3MOKHBIX NOCIEACTBUN. ThI qaxe He
CMOXeENTb OTaaThCsl 0 TOM, 4To doTorpadusi, pazMelieHHas 5 JeT Ha3al, cTaia
MPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KomMmmenTapuu, pazmenienue TBoux pororpaduii u gpyrue AeMcTBUS MOTYT
HE HCYE3HYTh HAXe IOCIE TOro, Kak Thl MX yJaldullb. bl HE 3HAEIIb, KTO
COXpaHWUJ 3Ty HHGPOpMAIMIO, MOMNajJa JIM OHAa B IIOMCKOBBIE CHUCTEMBI U
COXpaHWJIach JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpy’Karoulee JItoJIu,
KOTOpbIE HAWIYT M yBUIAT 9T0. HaliTu nuHopMaIinio MHOTO JIET CITYCTSI CMOXKET
000 - Kak U3 T0OpbIX MOOYKICHHM, TaK U C HAMEPEHUEM MPUUYUHUTH BPE/I.
DTO MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIUTE IU(PPOBOH peryTaIUu:

1. Ilogymaii, mpexae 4yeM 4To-TO MyOJMKOBAaTh W IepeaaBaTth y ceOs B

0JI0re MM B COIIMAILHON CETH;

2. B Hactpoiikax npo¢uis yCTaHOBH OTPaHUYEHHUS HA MPOCMOTP TBOETO

pouIst U €ro COASPKUMOTrOo, ClIejall ero TOIbKO «IJIS APY3eily;

3. He pa3memaii u He yka3zbiBail HH(GOpMAIHIO, KOTOpasi MOXKET KOro-JIndo

OCKOPOJISITH UM OOUKATh.

Aemopckoe npago

CoBpeMEHHbIE MIKOJBHUKA - AaKTUBHBIE TOJb30BaTENd LHU(PPOBOTO
npoctpancTBa. OfHAKO [ajieko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTHUMU
BO3MOXXHOCTSIMU ~ LM(poBoro  Mupa TpeOyeT CcoOJOA€HHS TpaB  Ha
MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.



TepMUH «UHTENIEKTyaabHasi COOCTBEHHOCTb» OTHOCHUTCS K Pa3iIMYHBbIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAauMHasg C HOBBIX H300pETEHUN U 3HAKOB,
0003HaYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHUYMBasi KHUTAMH,
¢pororpadpusiMu, KUHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEIACHUS HAyKH, TUTEPATYPBI U UCKYyCCTBA. ABTOPCKUE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO MHTEJUICKTYaJbHBIN/TBOPUYECKUI TPYyI aBTOpa HeE
OyZIeT HampacHbIM, JAacT €My CIpaBeUIMBbIE BO3MOKHOCTM 3apadoTaTh Ha
pe3ynbTarax CBOEro TPyZAa, MOJIYYUTh M3BECTHOCTh WM Ipu3HaHue. Hukro Oe3
paspelIeHus] aBTOpa HE MOXKET BOCHPOU3BOAUTH €r0  IPOU3BEICHHUE,
pacnupocTpaHsaTh, MyOJWYHO AEMOHCTPUPOBAaTh, NPOJABaTh, HMIIOPTUPOBATH,
IyCKaTh B MPOKAT, MyOJUYHO MCHOJHATH, MOKA3bIBATH/UCIIONHATE B 3(UpPE WIH
pasmemats B MHTEpHETE.

Hcnonp30BaHue «HUPATCKOrO» MPOTPAMMHOTO  OOECHEUEHUST MOXKET
IIPUBECTM K MHOI'MM pHUCKaM: OT I[OTEPHU JNAHHBIX K TBOMM aKKayHTaMm [0
OJIOKUPOBKH TBOETO YCTPOWCTBA, IJI€ YCTAHOBJIEHHBIN HE JIerajibHas Iporpamma.
He crour Takxke 3a0bIBaTh, YTO CYIIECTBYET JIErajlbHble M O€CIUIaTHbIE
IIPOTPaMMBbl, KOTOPBIE MOKHO HAUTH B CETH.

O nopmane

CeteBUUOK.p( - TBOM IJIaBHBIM COBETYUK B CETU. 3AECh Thl MOXKEIIIh Y3HATh
0 0€30MaCHOCTU B CETU MOHSTHBIM U JIOCTYITHBIM SI3bIKOM, @ MTPU BO3HUKHOBEHUU
KPUTHYECKON CUTyalldd OOPATUTBhCSA 3a COBETOM. A TakyKe MPHUHSITH y4acTHUE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBBIM Irpak IaHUHOM !



